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I what do 1 need to be able to do? y Keuwords I
| 2 weedd £o be able to log in safely using a strong g Passwords: Necessary for Logging into the school network and I
) | Google accounts, they should be strong, including mintmuwm €
password and know how to save my work in the . .
| || characters, a copital Letter, a muwmber, and a special character. |
right place.
| || Bwmail Btiquette: The way we act sending emails and online |
| 2! need to lknow how to stay safe online, | wmessages, involving writing carefully and politely and knowing |
I wnderstand my digital footprint, and recognise that bullying or harassment using technology is not tolerateo. I
I danggers Like eyberbullying, malware, and soctal online safety (also referved to as B-Safety): Ldentifying risks I
englneering. ' oven communicating onling, and veporting tnappropriate content
| ; : || or contact to a trusted adult or service. |
2. [ need to communicate respectfully online us-
| ing) good email etlquette ano think about how | D}Lgb’t/ﬂL szotpnwtz) The traces that ?mme /ﬂGtL\/LtLSS leave behing, |
| using technology affects the environment. II highlighting the importance of belng mindful of them. |
[ || cyberbullying: wlxlmt :Lt s f?vw{ how [t m{f@ats)p@opte,/mm strategyles |
[ I to prevent or deal with it. t is a form of bullying using technolo- I
| Passwords: It Ls mportant to I I 9y I
I crente o strong passwordl that | Malware: Softwave designed to harm your computer or steal Your
is havdl to guess but ensy for * * * * I | information without 5ow/pewmssww. Examples mcLu/de }/Llfl/tS(iS |
| I and spyware. Understanding malware ano how to avold it is a I
: - .
I You to remember. A strong 1] Learning outcome.
passworol should be a mintmum of £ | , L, . |
I ) ) . social englneering: Where users are manipulated bgj cgbﬁr
characters long and nclude o capital Letter, a | b Civinate ineo giving access to the network. Common forms |
| number, and a spectal character. You are I include phishing, baiting, and skimming. |
| veouired to change yowr defal password b FTIZZZ=Zz=z===Z=Z=ZzZz===
| when you first log in to both the sehool | I Malware Ls harmful sofeware that can I
| network and Google Suite. I steal information or damage Your |
| | I computer. It can slow down your |
— o - e o = e = = = - I I compucter or stop programs. Avirusisa |
A firewall is o security) system protecting Your | type of malware that spreads by |
computer/network from unwanted access. It | attaching to files. Spyware secretly [
acts as a barvier blocking harmful tnternet I | watches online activity to steal I
| traffic, like hackers or viruses. It checks data I I information like passwords or bank details. Lnderstand what I
| and bloclks suspicious ltewns to protect personal | [ th@g ave, thelr eﬁ@cts, and how to avold thewm.
I information and files. | I
— _— _— — _— _— _— _— — — — — — _— _— _— _— — — — — — — _— — _— —_— _— _— J

:_vairowmewta!, positive and negative effects. Negative impacts Largely stem from the technology Lifecyele, from
obtaining raw wmaterials and wmanufacturing to usage and disposal, which can cause pollution. A wmajor
concern Ls B-waste, containing harmful chemdicals that can have long-term effects whew old devices ave discarded.
However, techinology also offers benefits for the planet, such as using drones for eavironmental monitoring, ro-
bots for efficlent processes and Less waste, the development of electrie cars, and the creation of alternative energy

SOUrees.

you must ereate a multi-format presentation. You have several format options: a creative poster, 2 short video or
I digital slivleshow, a writtew veport with a maximum of 500 words, or n combination of these formats

e

Your assessment is titled "yYour Digital world: Sa{etg, Ethics, and Environmental mpact” . For this assessment, |
|

|

|



110 Test Your understanding questions

Here are 10 multiple-cholce questions summarising the whole unit:

1. According to the nules for the computer room, what should you do first if you are stuck and need help?
a) Ask the tencher immedintely b) Ask your neighbour ¢) Look it up online d) Restart the computer
2. What are the essential components required for a strong password?

) Your name and a number b) At least & chavacters and a special charvacter ¢) ownly lowercase Letters and numbers o)

Minbmum € charvacters, a capital Letter, a number, and a spectal chavacter
3. Why is [t considered Liportant to save your work regularly?

a) To fill up storage space quickly b) (& makes the files Load faster ¢) To prevent the loss of Your progress o) To show the
teacher you are busy

4. Lnder which law is it a criminal offence to use school information systems, such as cmail, for purposes not permit-
ted by the school?

n) The Maliclous Commumnications Act 1982 b) The Commumnications Act 2003 ¢) The Data Protection Act 2018 o) The
Computer Misuse Act 1990

5. What is the recomumended action Uf You encounter inappropriate content or contact online?

) Ignore it and hope it goes away b) Share it with your friends c) Respond to the person or content o) Report it to a

a
trusted adult or online service
&. Which of the following best describes Malware?

a) A protective software for your computer b) A type of internet browser ¢) Software designed to harm Your computer or

steal information without permission d) An online game
F What is the primary role of a firewall in computer seeurity?

a) To create backup coples of Your files b) To speed up your nternet connection ¢) To act as a bavvier blocking harmful

internet traffic from Your computer or network d) To encrypt Your personal data
& Which of the following is identified as a common type of social engineering attack?

) installing software updates b) Creating a new folder ¢) Phishing and Shoulder Surfing d) Saving a document

. What specific harmiful substances are mentipned as being contained in old conputers, contributing to the visks of €

5 -waste?
a) Oxygen and Nitrogen b) Water and Carbon Dioxide ¢) Harmful chemicals o) Precious metals Like golol and silver

10. Besides negative bmpacts like E-waste and pollution from the technology lifecycle how can technology positively
benefit the environment?

) BY inereasing personal device usage b) BY requiring more raw material extraction ¢) BY enabling environmental
monitoring with drones, efficlent manufacturing with robots, developing electric cars, and creating alternative energy
sources d) BY makring communication instantaneous
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